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Context
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Main contending hard problems in post-quantum cryptography standardization:
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Context

2020: Prlnary NIST standards: broken few weeks after selection
LMS (stateful signatures) [CD23], [MMP+23], [Rob23]

XMSS (stateful signatures)

2022: First main NIST standards: Moved to extra round of scrutiny:
f./. Kyber (key encapsulation) BIKE (key encapsulation)
/ Dilithium (signatures) McEliece (key encapsulation)

_/V' Falcon (signatures) HQC (key encapsulation)

- C< SIKE (key encapsulalt\_o;

2023: Renewed competition for signatures (includes: SQISign (<~ (< )

SPHINCS+ (signatures)




The isogeny-finding problem

» Definition

A homomorphism between two elliptic curves E and E’ over a field k is a
morphism ¢: E = E' such that ¢(c0) = oo’ 0 E’
An isogeny is a non-constant homomorphism. EC< C<

Quick recap:

\, J

> on k-points, isogenies are surjective group homomorphisms with finite kernel

» for each isogeny ¢: E — E’ there is a unique dual isogeny @: E’ — E such that

@ o § = [degy], P o = [deg @]

being isogenous is an equivalence relation
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The isogeny-finding problem

~ Theorem [Tat66]

Two elliptic curves E, E' over F, are isogenous over F, if and only if

#E(F,) = #E'(F,).

The isogeny-finding problem is to find an efficient algorithm with

> input: two elliptic curves E, E' over F; satisfying #E(F,) = #E'(F,)

> return: an F -isogeny ¢: E — E’

Best known general algorithms: = exponential time complexity,

" gquantum computers do not seem to help




5/21

The isogeny-finding problem

Recall: in general non-trivial how to represent an F,-isogeny ¢: E — E’...

» If deg ¢ is smooth, return @ as composition of small-degree isogenies.

default understanding of )
“returning an isogeny”

. » IfE[N] c E(F;r) for smooth N > 2,/deg ¢ and small 7, return .
" degy probably most importa’?

roduct of attack [RobZZa}
= ¢(P), p(Q) for some basis P, Q € E[N]. PYP
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The isogeny-finding problem

Recall: in general non-trivial how to represent an F,-isogeny ¢: E — E’...

» Ifdeg @ is smooth, return ¢ as composition of small-degree isogenies.

default understanding of )
“returning an isogeny”

(for the moment, forget about this) al




Supersingular isogeny Diffie-Hellman (SIDH/SIKE)
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Recall from Benjamin’s talk [JDF11]: fix public bases P,, 04 € E[N4], Pg, 0 € E[Ng]

PaxPB

Pa
E
A= (Py+aQy)
ch B =<PB+bQB>
v Pp«P4
EB =E/B

Bob reveals

©p(Py)

» PB (QA)

» E,=E/A Alicereveals

®a(Pp), 9a(0B)
—
~
allows Bob to compute
Pa(B) = (@a(Pg) + bps(Qp))

+ %w

> EBA = EAB

— allows Alice to compute @z(A) = (g (P,) + apg(0,))



é@‘sm@ogeny Diffie-Hellman (SIDH/SIKE)
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Regall from Benjamin’s talk [JDF11]: fix public bases P, Q4 € E[Ny4|, Pg, O € E[Ng]

Pa /
> EA — E A
A= (Py+aQy)
Technical remarks:
ch — <PB + bQB)

» why supersingular?

Ep =E/B = good control over torsion / base field

= not crucial for attack

» N, =degg,, Ng = deg ¢z must be smooth

= makes for hardest isogeny-finding problem,




Supersingular isogeny Diffie-Hellman (SIDH/SIKE)

Important: recovering secret isogeny

_~—> known smooth degree

Pa
E » £, =E/A

7/21

(/B 2(Pg), p4(Q
CW “torsion point

is not a pure instance of the isogeny-finding problem (but of SSI-T)!
» Recurring issue in cryptographic design.

» Torsion point information was already shown
to reveal @, if Np > Ny |Petl7], |[dQKL+20].

» Pure isogeny-finding problem remains hard.

information”




Recovering an isogeny from torsion point information

Henceforth, focus on following interpolation problem:

¢
E » F'

P,Q P'=¢(P),Q = ¢(Q)
> input:

= E,E'/F, connected by an F,-isogeny ¢ of known degree d,
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= abasis P,Q € E[N] c E(F;r) for smooth and large enough N, small r,

= P'=¢(P),Q = ¢(Q) € E'[N].
» return: a representation of ¢.

A degree-d isogeny ¢: E — E'is fully determined by the images of any 4d + 1 points.

" Lemma [JU18]




Recovering an isogeny from torsion point information

Henceforth, focus on followin

P
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E
P,Q I

> input:
= E,E'/F, connec
= abasisP,0 €FE
" PP=9(P),Q" =

» return: a representatio

Proof:

> Let ¢; # @, be degree-d isogenies
coinciding on = 4d + 1 points.

» Then deg(p, — @,) = #ker(¢p; — @,) = 4d + 1.

» But by Cauchy—Schwartz:
|deg(p1 —@z) —d —d| <2Vd - d
» This implies deg(¢; — ¢,) < 4d %

Bound is sharp: ¢ and —¢ agree on [2] 1 (ker ¢).

" Lemma [JU18]

A degree-d isogeny ¢: E — E'is fully determined by the images of any 4d + 1 points.
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Recovering an isogeny from torsion point information

Henceforth, focus on following interpolation problem:

7 , N > 2+/d would be the
E > L optimal assumption

P,Q P'=¢(P),Q" = ¢(Q)
> input:

E,E'/F, connected by an F,-isogeny ¢ of known degree d,
= abasis P,Q € E[N] c E(F;r) for smooth and large enough N, small r,

= P'=¢(P),Q = ¢(Q) € E'[N].
» return: a representation of ¢.

Lemma [JU18]
" A degree-d isogeny @: E — E'is fully determined by the images of any 4d + 1 points.




Recovering an isogeny from torsion point information
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We follow approach of [Rob23]. Inspiration: |[Kan97].

¢
E » F'

P,Q P'=¢(P),Q = ¢(Q)

Special firstcase: N > d
N — d = a? is square

(5 4)

Easy to check that P o & = @ o = [N],
i.e., ®is an (N, N)-isogeny.

Consider:

d:E XE' » EXE'

Eg,®od =



Recovering an isogeny from torsion point information
We follow approach of [Rob23]. Inspiration: |[Kan97].

¢
E » F'

P,Q P'=¢(P),Q = ¢(Q)

Special firstcase: N > d
N — d = a? is square

(5 4)

Easy to check that P o & = @ o = [N],
i.e., ®is an (N, N)-isogeny.

Consider:

d:E XE' » EXE'

9/21

Note:
~N_ [ @ {0\ aP
war=(, 9)(5)
B ((az + d)P) ~ (o0, )

and likewise for (a Q, Q").
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Recovering an isogeny from torsion point information
We follow approach of [Rob23]. Inspiration: |[Kan97].

¢
E » F'

P,Q P'=¢(P),Q = ¢(Q)

Special firstcase: N > d
N — d = a? is square

Consider: but this determines ®!
a ¢ (up to post-composition with =)
(o)
d:EXE’ » EXE' )

We find that the (N, N)-subgroup ((a P, P'), (a Q, Q")) must be all of ker ®.
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Recovering an isogeny from torsion point information
We follow approach of [Rob23]. Inspiration: |[Kan97].

¢
E » F'

P,Q P'=¢(P),Q = ¢(Q)

Special firstcase: N > d
N — d = a? is square

our efficient representation
R (easy to determine = if N > 2vd)
o a) T
b -FxE v FXE' apply to basis of E[d]

for recovering ker @
Conclusion: using higher-dimensional analogues of Vélu, J (needs smooth d, as

can essentially compute ¢(X) via —®(X, 0), forany X € E. in SIDH/SIKE)

Consider:




Recovering an isogeny from torsion point information

Particularly nice case: N = 2"

Then @ is a composition of (2,2)-isogenies.

ker ®; = 2" ker® =((2" tapr, 2" 1P"), (2" 1aQ,2"10"))
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}) D D, _ O
BT DD

ker @, = 2" 2d, (ker ®) and so on ...




Recovering an isogeny from torsion point information

Particularly nice case: N = 2"

Then @ is a composition of (2,2)-isogenies. E

Richelot isogenies (see Sabrina’s talk)

/ \
D, op b, D,
L [HLPOO] J

explicit gluing formulae [HLPOO

Also explicit: (3,3)-isogenies |[BFT14|; otherwise resort to [LR22].
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Recovering an isogeny from torsion point information

%
E > E'

P,Q P'=¢(P),Q" = ¢(Q)

Nextcase: N > d
N —d = a% + a3 is sum of two squares

Approach: same, but use
a, a, @ 0
0

—dx aq P
- 0 a -—-a
0 —@p d4d a4
d:E% X E'? » E2 X E'?

Now must resort to algorithms from [LR22].
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Recovering an isogeny from torsion point information

¢
E » F'

P,Q P'=@(P),Q" = ¢(Q)

Nextcase: N > d
N —d = a% + a2 + a% + a2 is sum of four squares (Lagrange)

Approach: / a, —0a, —az3 —a; @ 0 0
workon E* x E"*anduse [ @2 @ a4 —az 0 7 0
: : az; —a a a 0 0 0,

7arhin’ k 3 4 1 2
(Zarhin's trick) @ a -a, a 0 0 0

0 —o 0 0 —-a, a4 —au

0 0 0 —@ —a, —az a,
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Recovering an isogeny from torsion point information

%
E > E'

P,Q P'=¢(P),Q" = ¢(Q)

Full case: N > Vd
N?—d=a? or a¢?+a% or a¢ +a5+a5+aj

Approach: proceed as if we know the images of %P, % 0 € E[N?].

d?
A » A

I ‘
E" X E'™ we no longer know ker @...
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Recovering an isogeny from torsion point information

%
E > E'

P,Q P'=¢(P),Q" = ¢(Q)

Full case: N > Vd
N?—d=a? or a¢?+a% or a¢ +a5+a5+aj

Approach: proceed as if we know the images of %P, % 0 € E[N?].

0 0)
A ! > X < 2 A

1 ' L we also know N (ker ®)

E" X E'™
but we do know N (ker ®)!
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Recovering an isogeny from torsion point information

%
E > E'

P,Q P'=¢(P),Q" = ¢(Q)

Full case: N > Vd
N?—d=a? or a¢?+a% or a¢ +a5+a5+aj

Approach: proceed as if we know the images of %P, % 0 € E[N?].

A > X <« A
Il

E"XE™ 50 we recover ® as &, 6  ®; for some 6 € Aut(X)

(can be a bit subtle)
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Attacking SIDH

Breaking SIDH/SIKE in practice:
> prefer to use (2,2)-isogenies or (3,3)-isogenies (until [LR22] is practical),

» good news: Ny = 2" and Ny = 3™ and either Ny > Ny or Ng > Ny,

> bad news: [N, — Ng| = a® extremely unlikely,

® &

d:EXE' » EXE'

> |N4y — Ng| = a? + a5 more likely, but can we avoid dimension 4?

>

Yes for special starting curves E! <+



16/21

Attacking SIDH

Breaking SIDH/SIKE in practice (assume N4 > Nj for concreteness):

> starting curve E : y? = x> + x comes with endomorphism
i:E-E(x,y)p (—x,Vv-1y)
satisfying i = —1 E .

> diagram for Ny — Ny = a*:
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Attacking SIDH

Breaking SIDH/SIKE in practice (assume N4 > Nj for concreteness):

> starting curve E : y? = x> + x comes with endomorphism
i:E-E(x,y)p (—x,Vv-1y)
P
satisfying i = —1 E .

» diagram for N, — N» = a? + a?: _
g A B 1 2 a, + ia, 0. (a; +iay)

v v
E > C
(a; +iay).p

> can now consider:

a, +1ia, 0,
—(a; +iay).@ @.(aq +iay)
d:E XE' » EXC
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Attacking SIDH

Breaking SIDH/SIKE in practice (assume N4 > Nj for concreteness):

> starting curve E : y? = x> + x comes with endomorphism
i:E->E:(xy)r (—x,Vv-1y)
P
satisfying i = —1 E .

» diagram for N, — N» = a? + a?: _
g A B 1 2 a, + ia, 0.(ay + iay)

v v

ker @ = (((a1 — iaz)P,P’), ((611 —iay)0, Q')) E - C
(a; +1iaz).¢
aq + iaz ()b\ .
—(a; +ia).0  o.(a; +iay) (meeting half-way

d:EXE' » E x (C holonger possible)
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Attacking SIDH

Breaking SIDH/SIKE in practice (assume N4 > Nj for concreteness):
» recall: Ny, = 2™ and Ng = 3™

» find very small ¢, 6 such that

2N—€ —3Mm=0 = g2 4 g2 k

(requires factorization) a, +1a; ¢.(aq [+1iaz)

(a; +ia,

shorten ¢ by guessing last 6 steps
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Attacking SIDH

Breaking SIDH/SIKE in practice (assume N4 > Nj for concreteness):
» recall: Ny, = 2™ and Ng = 3™

» find very small ¢, 6 such that

¢ _
IN—€ _ 3m—6 — a% n a% E - E'
(requires factorization) a, +1a; ¢.(a, +1iay)
» use Richelot isogenies to compute } '
E > C
(p(P), <p(Q) (al T laZ)*cp

for basis P, Q of E[2"] and solve @ (AP + uQ) = Ap(P) + up(Q) =0
» breaks all security levels of SIKE in seconds on a laptop [OP22], [DK23]



Analysis of a countermeasure (M-SIDH)
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We recall:
Pa
E » £, =E/A Alicereveals
A=yt ala) ®a(P5), 9a(Q5)
—
Yy
allows Bob to compute
®p|B=(Pg+b
5% = {Pe o+ b0s) 0(B) = (04(Ps) + bpa(Qp))
Observation

| [ [t suffices to reveal Ap,(Pg), Ap,(Qp) for some secret A!
Er, =E/B
Bob reveals

—— allows Alice to compute @z(4) = (@g(Ps) + apz(04))

©p(Pa), pp(Q4)
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Analysis of a countermeasure (M-SIDH)

Leads to following variant:

P
E > E'

P,Q P" = 1¢(P),Q" = 1¢(Q)

> input:

= E,E'/F, connected by an F,-isogeny ¢ of known degree d,
= abasisP,Q € E[N] c E (F,r) for smooth N > d, small r,
= P'=Ap(P),0" =Ap(Q) € E'|N] forsome A1 € (Z/NZ)*

» return: a representation of ¢.
Weil pairing: ey (P', Q") = ey(10(P), 1¢(Q)) = ey (P, 0)¥d —— reveals 12

Must assume N has many distinct prime factors in order to keep A secret [FMP23].
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Analysis of a countermeasure (M-SIDH)

If E or E' carries small non-scalar endomorphism o: lollipop attack [FMP23]

@
0) E = > E,
<:::::: P v P' = 2p(P)
Q Q' =9(Q)

Observation: write X € (Z/NZ)?*? for matrix of o with respect to P, Q € E[N], then

enog)stoeol(f)-sex(f) o)
poeaooq@ QI o peo /1Q _ P AQ _ QI

IfN > \/deg(gﬁ ogo @) = d, dega, results in a representation of ¢ o g o

Q.
if cyclic: recover ¢ from this <>
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Analysis of a countermeasure (M-SIDH)

If E is defined over F E’(p)
variation on this 1dea |[CV23] (p(p)
”p
C >
P’—-ﬂw(P)
Q' = ¢(Q)

Similar observation: write II for matrix of ,, with respectto P, Q € E[N], then

P’ AP AP
@) o @ = () = o -1
(o ¢)<Q'> dw(m) HeTem) (AQ)

[ a1 an ()

if cyclic: recover ¢ from this




Some non-destructive applications
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Main by-product [Rob22a]: can efficiently represent isogeny ¢: E — E’ by specifying

= dego,

= ¢(P), ¢(Q) for basis P,

Q € E[N] with N > 2+/d.

Constructive uses in cryptography:

SQISignHD [DLR+23], FESTA

Other applications [Rob22b],

BMP23], efficient handling of oriented elliptic curves

'KR24]:

= computing End(E) for ordinary E/F, in polynomial time, given factorization

of Ay, = t,%q — 4q,

= point counting on E /F,n in time O(n? - poly(log p)),
= unconditional O (#3)-algorithm for computing modular polynomial ®,(X,Y)



Questions?

Thanks for sitting this out!
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